
RAPID RESPONSE TO RESTORED 
GOVERNMENT OPERATIONS
A Guide for State Chief Administrators 

In March 2020, states were catapulted into unprecedented times facing a global 
health pandemic that upended economic conditions and impacted many, if not 
all, functions under the purview of State Chief Administrators.  

As a leader of state government operations, now is the time to reflect on 
necessary changes required by quick pivot points and determine long-
term outcomes in a changed world.  NASCA’s Rapid Response Series offers 
considerations for immediate action as well as more long-term steps to 
sustainability.

www.nasca.org

RECOVER
Basic Functions 

Focus on core mission functions

Get computing devices & products that allow productivity anywhere

Attend to employee basic social, emotional, and health needs 

MAINTAIN 
Operations

Provide rapid training of employees learning new platforms

Expand focus to lower-level strategy & productivity  

Redeploy workforce  

RESTORE
Deeper Productivity

Design agency functions for higher-level productivity

Experiment and pilot such as new processes, space options

Map workforce skills & competencies 

ADVANCE
New Normal & 
Looking Ahead 

Design future processes, operating models, space options 

Implement strategic workforce planning

Implement new technologies 

Prepare for future dispersed staff and services

LEADERSHIP & 
STRATEGY

PROCUREMENT

FACILITIES 
MANAGEMENT

TECHNOLOGY

HUMAN CAPITAL

FINANCE & BUDGETING

GENERAL SERVICES
(fleet, supplies, surplus, print, mail, etc.) 

RISK MANAGEMENT 
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CHIEF ADMINISTRATORS ARE TACKLING THE CRISIS BY 
FOCUSING ON A VARIETY OF KEY FUNCTIONS:

CHIEF ADMINISTRATORS CAN FOCUS ON RAPID RESPONSE 
PROJECTS AND EMPLOYEE CARE BEFORE DEVELOPING A 
LONG-TERM STRATEGY:



INSIGHTS ON RISK MANAGEMENT

States are already implementing many new and innovative initiatives to rapidly respond to the COVID-19 
impact on government operations. NASCA engaged chief administrators and corporate partners around critical 
considerations and pointed to guiding principles to be considered when restoring basic functions and 
maintaining operations.

For More Information:

STATES MAY CONSIDER: 
Collectively Identify the Full Set of Risk Areas

CAOs are responsible for managing a wide range of risks. Top concerns include employee safety and 
security, cybersecurity, financial stability, and protection of facilities.  

Balance Risk and Business Continuity 

CAOs should plan for increased vulnerability with changes in employee policies and procedure. Establish 
aggressive timelines to prioritize risk and ensure risk initiatives are implemented. 

Adopt Overarching Enterprise-Wide Risk Strategy 

Strategies should be collaborative and enterprise-wide, backed by risk management plans and procedures 
that align with the state’s risk appetite. The best risk management strategy will include a regularly updated, 
pre-planned playbook for crisis response that note the full scope of risk areas. 

Have a Clear Risk Owner

The best strategies will have a clear owner and mapped risk management structure, including key roles. Risk 
management should be led by the CAO, a risk officer, or another leader with statewide authority. 

Expect Procurement Scams

Be aware that criminals may attempt to exploit the rapid response through a variety of scams. Be on the 
lookout for hoarding, price gouging, and irreputable or fake businesses for critical supplies. 

Expect Cybersecurity Threats

Cybersecurity threats target states and build on a remote workforce so a rapid response with clear procedures 
is vital.  Secure, test, and update remote networks and video collaboration tools. 

Increase Building Safety and Security

As state-owned business reopen to the public, there is a need for increased security to ensure guidelines are 
met with a smooth customer interface and protection as functions return to more normalcy. 

Address Home Safety Procedures 

Communicate basic guidelines for proper remote work setup to ensure employee workspaces are 
ergonomically correct. Mitigate worker’s compensation claims by clearly addressing at home injury policies. 

Promote Proper Hygiene

As employees return to work, increased sanitation and personal hygiene will be essential to ensure that 
shared assets are disinfected and disease outbreak is mitigated.  

Communicate Regularly and Timely

Create regular and timely communication plans to distribute via multiple channels including employee intranet, 
social media, and leadership video all-hands meetings/ townhalls. Increased communication may include 
changes to building security, proper hygiene tips, home ergonomics, and cybersecurity techniques. 
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Arizona | Security Best Practices
CISA | Cybersecurity & Infrastructure Security Agency COVID 19 Updates 
California | Stay Protected At Home and In the Office
Federal Trade Commission: Coronavirus Scams 
Ohio | Cybersecurity Resources 

https://aset.az.gov/resources/security
https://www.cisa.gov/coronavirus
https://telework.govops.ca.gov/working-remotely/stay-protected/
https://www.consumer.ftc.gov/blog/2020/02/coronavirus-scammers-follow-headlines
https://infosec.ohio.gov/Home.aspx
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